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Parents Guide to a Safer Internet

Discovery Schools Trust is celebrating Safer Internet Day on Tuesday 9th
February 2021.

Theinternetisan amazingresource which enables children to connect, communicate and be creative in
a number of different ways, on arange of devices.

The internetisalways changingand beingable to keep up to date with yourchildren’s use of technology
can be a challenge. You may sometimes feel that your children have bettertechnical skills than you do,
however children stillneed adviceand protection when it comes to managing theirlives online.

As a parent/careryou play a keyrole in helpingyour child to stay safe online. Youdon’t need tobe an
expertontheinternetto help keepyourchild stay safe online.



What is Important?

This newsletter outlines adviceand resources to help supportyour child to use the internet safely,
responsibly, and positively and will focus on:

e Importance of Talkingto your Children aboutthe Internet
e SMART rules

e Filtersand Parent Controls

e AgeRestrictions

e Online Abuse

Spam =
File Sharlng ParentS
l n e r n e Pers%nalénformatngn

E S a ‘FEt y hishing

contact@) 2Networking
C Lt content

e
O

Privacy

:maga

Copyn
Securi

Importance of Talking to your Children about the Internet

Talkingtoyour children, encouraging responsible behaviour, and building their digital resilience so they
know what to do if bad things happen are all essential. Your child may be less likely to let you know
they’re distressed by something they’veseen online. Be aware of thiswhen talkingtothemandletthem
know they can talk to you or a trusted adult wheneverthey need to.

Takingan active interestinyourchild’s onlinelife and engaging with what they are accessing, who they
are communicating with and what they are sharing with othersis so important. There are several ways
you can dothis:

e Inviteyourchildtoteach youhow to playtheirfavourite online game
e Downloadthe apptheyspend mosttime onto familiariseyourself with the content
e Ensureyour child knowsyou are safe and approachable to talk to

e Remindyourchildthatiftheyare worried orhave concerns about somethingonline, you are
there to talk

Starting a conversation with your child about a sensitive issue or something you don’t usually talk about

isn’talways easy, especially if this means you will be talking about things, they preferto keep private,
these conversation starters may help:



For more ways to supportstartinga conversation with your child visit:

e Havinga conversation with yourchild

e Havea conversation

SMART Rules

At Discovery pupils are taught to be SMART with a heart and follow the top tips for using the internet
safely and positively:



https://www.thinkuknow.co.uk/parents/articles/having-a-conversation-with-your-child/
https://www.childnet.com/parents-and-carers/have-a-conversation

S is for safe

Keep your personal information safe. When chatting or posting online don't give away
things like your full name, password or home address. Remember personal
information can be seen in images and videos you share too.

Keep them safe to keep yourself safe.

M is for meet

Meeting up with someone you only know online, even a friend of a friend, can be
dangerous as this person is still a stranger. If someone you only know online ever asks
you to meet up, for personal information or for photos/videos of you then tell an adult
straight away and report them together on www.thinkuknow.co.uk

A'is for accepting

Think carefully before you click on or open something online (e.g. links, adverts, friend
requests, photos) as you never know where they may lead to or they may contain
viruses. Do not accept something if you are unsure of who the person is or what
they've sent you.

R is for reliable

You cannot trust everything you see online as some things can be out of date,
inaccurate or not entirely true. To find reliable information compare at least three
different websites, check in books and talk to someone about what you have found.

T is for tell

Tell a trusted adult if something or someone ever makes you feel upset, worried or
confused. This could be if you or someone you know is being bullied online. There are
lots of people who will be able to help you like your teachers, parents, carers or
contact Childline — 0800 11 11 or www.childline.org.uk

Be SMART with a heart

Remember to always be smart with a heart by being kind and respectful to others
online. Make the internet a better place by helping your friends if they are worried or
upset by anything that happens online.
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Ask your child if they know the SMART rules. For follow up information, quizzes and videos, visit the
Childnetwebsite

Filters and Parent Controls

Parental controls can help to protect and preventyour child from seeing something online that they
shouldn’t. Whilethere is no system whichis guaranteed to block all inappropriate content, itis
importantwe do what we can.

Here are 7 simple things you can do;

1. Setup home broadband parental controls


https://www.childnet.com/young-people/primary/get-smart

Set controls on yoursearch engine: encourage your child always to use child-friendly search
engines and activate and lock the safe search settings on the browsers and platforms they use

Make sure every device is protected: controls should be installed on every device your child
uses: mobile phone, tablet and games consoles

Privacy settings: activate the safety measures offered by different sites; social networking sites
have privacy settings that will help preventyour child seeing unsuitable advertising

Block pop-ups
Find good sites and agree on them as a family

Manage your child's use and access

The 4 big internet providersin the UK:

BT

Sky
TalkTalk

Virgin Media

Provide their customers with free parental controls which can be activated at any time. Click on the link

to access the video guides which will help you to download and set-up the controls offered by your
provider.

If you would like more information on Parent Controls and Filters please read this article:

What are parental controls and how can they help children stay safe online?

Age Restrictions

What is the minimum age for account holders on social mediasites and apps?


https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-set-parental-controls-offered-bt
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-set-parental-controls-offered-sky
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-set-parental-controls-offered-talktalk
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-set-parental-controls-offered-virgin-media
https://parentinfo.org/article/what-are-parental-controls-and-how-can-they-help-children-stay-safe-online
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To find out more aboutthe most popularapps, games and social mediasitesyour children are using
click here.

It is understandable to have concerns about the films and TV shows they watch, as well as the games
they play. But what are BBFC and PEGI ratings?


https://www.net-aware.org.uk/networks/?page=7

BBFC ratings are broken down into seven age categories:
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Accompanied with the age suitability rating, BBFC also provide an
additional warning re?uding the content and what to expect, such
as swearing, sexual content, violence and anything you may
consider to be inappropriate for your child. In addition to this, the
content is also rated In three levels: frequent, mild or strong.

It's important to note that there is no obligation on streaming video
services to use or display BBFC ratings. Due to this, we advise that
you check the rating online before your child streams the content. It
may also be a good idea to watch the content first yourself or
discuss it with other parents to help you decide whether or not it is
suitable for your child,

PEGI ratings are split into age restriction and content descriptors.
Additional ‘content descriptors’ help parents and children to
understand the type of content featured within a particular game,
including sex, fear, bad lin%uage, discrimination, 9amb|mg, drugs,

i

violence, and in-game purchases. In combination, the two different
ratings can provide a good level of information to help make
informed decisions regarding the suitability for your child.

PEGI age ratings are broken down into five categories

3 I 12 16 18

PEGI content descriptors are broken down into eight categories

K| 2D DEaEy ¢

4"\&11 (Rt ey

It's possible for young people to buy games online without a required
proof of age, opening them up to age-inappropriate content without
you knowing. We advise that you regularly monitor your child’s
gaming activities and maintain a honest and healthy dialogue with
them about the online world,

It is a good idea to put in place parental controls for all online
accounts which your child may use to purchase or download online
games e.g. The App Store, GOOQ‘IQ Play Store, PlayStation Store and

Microsoft tore etc.




Both the BBFC and PEGI have search facilities on their websites that can be used to look up individual
titles soyou can check theirratings.

TikTok

TikTok - How safe s it?

TikTokis a social media platform that lets you create, share and watch 60 second videos but how safe
this social mediaplatformis forthe millions of young people who are using it every day.

Watch this 30 minute programme to help you understand the potentialrisks and dangers of TikTok.

Theinternet canbe a great place for children and young people to play, learn and connect. Butit can
also put them at risk of online abuse. Any child who uses the internet can be at risk of online abuse. It's
important parents are aware of the risks and talk to their child about staying safe online.

Online abuse can feel even more
frightening than forms of bullying
which happen offline as it can
feel like there is no escape

Studies show that boys are
more likely to give out personal
information or meet someone
who they have spoken to online

What is Online Abuse?


https://www.bbfc.co.uk/
https://pegi.info/
https://www.bbc.co.uk/iplayer/episode/m000p3p9/panorama-is-tiktok-safe
https://www.nspcc.org.uk/keeping-children-safe/online-safety/

Online abuse isany type of abuse that happensontheinternet. It can happen across any device that's
connectedtothe web, like computers, tablets and mobile phones. And it can happen anywhere online,
including social media, messaging apps, emails, online chats, onlinegames and live streaming sites.

Children can be at risk of online abuse from people they know or from strangers.
Types of Online Abuse
Children may experience different types of online abuse, such as:

e Cyberbullying-online bullying

e Emotional abuse

e Grooming
e Sexting

e Sexual abuse

e Sexual exploitation

Instagram was the most
recorded platform used in child
grooming crimes during
lockdown 2020

Signs of Online Abuse

A child experiencing abuse online might:
e Spendalotmoreor alotlesstime than usual online, texting, gaming orusingsocial media
e Seemdistant, upsetorangry afterusingthe internet ortexting

e Be secretive aboutwhothey're talking to and what they're doing online oron their mobile
phone

e Have lots of new phone numbers, texts or email addresses on theirmobile phone, laptop or
tablet


https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-cyberbullying/#cyberbullying
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/emotional-abuse/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/grooming/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/sexting-sending-nudes/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/child-sexual-abuse/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/child-sexual-abuse/

If a child reveals online abuse

It can be difficultto know whatto say and do if a child tells you they're beingabused online. They might

not realise what’s happeningis wrong. And they might even blame themselves. If achild talks to you
aboutonline abuse it’simportant to:

Listen carefully to what they're saying

Let them know they've done the right thing by telling you
Say you'll take them seriously

Don't confrontthe alleged abuser

Explain whatyou'll do next

Reportwhat the child has told you as soon as possible.

REPORT

ABUSE

How to report online abuse:

You can report child abuse or any concerns you have about a child, anonymously if you wish, to
the NSPCCHelpline.


https://www.nspcc.org.uk/keeping-children-safe/our-services/nspcc-helpline/

e Ifyou're worriedachildis beinggroomed online you should reportitonline to CEOP.

e Anycriminal images of children online, forexample sexual/naked photos, should be reported to
the Internet Watch Foundation.

* You can reportdirectly to social media platforms if you come across harmful content. They will

remove contentifitviolates theirterms or standards, for example hatefulcontent. Thinkuknow
provides furtheradvice onreporting to social mediasites.

e You can also make a reportvia Report Harmful Content — provided by UK Safer Internet Centre
and Operated by South West Grid for Learning. This has been designed to assisteveryonein
reporting harmful content online.

OWN IT - DOWNLOAD IT

The BBC Own It app isa new, free app designed to support, help and advise children, in the moment,
whenthey use their phonesto chat and explore the onlineworld. As parentsitallowsyoutolook at the
expert'sview onthe challengesfacing kids online and how the app can help children to stay safe and
make smart choices.

Challenge: Do you know what 'LAG', 'V-BUCKS', 'BAE', 'ON FLEEK', 'BEEF' and 'VLOG' mean? Ask your
childrentoexplainthemtoyouinyourown version of 'Kids Explain'.

For more information visit BBCOWNTIT and download the app.


https://www.ceop.police.uk/safety-centre
https://www.iwf.org.uk/
https://parentinfo.org/article/supporting-your-child-with-reporting-unwanted-content-online
https://parentinfo.org/article/supporting-your-child-with-reporting-unwanted-content-online
https://reportharmfulcontent.com/?lang=en
https://www.bbc.com/ownit/curations/kids-explain-collection
https://www.bbc.com/ownit

Further Support for Parents/Carers

e NetAware - Your guide to the latest apps, games and social mediasites kids are using.

e Online safetyadvice - Toolsand advice will help you keep your child safe.

e ParentInfo- website aboutlife online.

e ThinkUKnow - National Crime Agency's CEOP Command about keeping children and young
people safe ontheinternet.

e UK SaferInternet Centre - Promotingthe safe and responsible use of technology foryoung
people.

e InternetMatters-keep childrensafeinadigital world.

Contact us
Adam Lapidge - Online Safety Lead

alapidge @discoverytrust.org

Jo Stone - IT Lead Professional

jstone @discoveryschoolstrust.org.uk

Laurie Davies - IT Lead

Idavies@dsatmerrydale.org

Megan Williams - Pupil Wellbeing and Safeguarding Lead Practitioner

mwilliams@discoveryschoolstrust.org.uk



http://www.net-aware.org.uk/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://parentinfo.org/
https://www.thinkuknow.co.uk/parents/
https://www.saferinternet.org.uk/
https://www.internetmatters.org/
mailto:alapidge@discoverytrust.org
mailto:jstone@discoveryschoolstrust.org.uk
mailto:ldavies@dsatmerrydale.org
mailto:mwilliams@discoveryschoolstrust.org.uk
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